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ABSTRACT - Food fraud poses a significant threat to the global food supply chain by affecting both economic
stability and public health. This review first examines food fraud vulnerability assessments (FFVAs), highlighting the
need for standardized methodologies through unified definitions and classifications from various organizations. Four

primary FFVA tools ‘food fraud mitigation guidance’,

‘standard product fraud’, ‘food fraud vulnerability assessment tool’,

and ‘criticality, accessibility, recuperability, vulnerability, effect, and recognizability plus shock (CARVER+Shock) tool’
were evaluated for their effectiveness in identifying vulnerabilities in diverse food supply chains and facilitating prevention
strategies. Case studies of the supply chains of milk, spices, oils, organic foods, meat, seafood, and alcohol illustrate the
methodology and vulnerability assessment outcomes of the tool. The findings indicate that counterfeiting-related questions
are excluded when raw materials or products are less susceptible to brand or trademark counterfeiting. Additionally, the
results show that technical fraud thresholds, corporate ethics, and monitoring systems significantly affect vulnerability to
food fraud. Although the current tools provide valuable frameworks, our findings underscore the need for more integrated
and adaptable approaches to address the evolving nature of food fraud. This review concludes with recommendations for
improving FFVA methodologies and encouraging collaboration among industries, regulatory bodies, and the academia to

establish robust global standards for food fraud prevention.
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Table 1. Comparative classification of food fraud types by various organizations based on Codex

Codex alimentarius (2023)

- — Other additional types References
Addition Substitution Dilution Concealment Mispresentation Counterfeiting
° ° ° - o . Gray market EC (2020)®
] . . ] ° . Theftand resale, —— pppyy 0017y
trans-shipment and origin masking
o ° ° . o ° Grey market production/theft/diversion GFSI (2017)”
- . - - ) . Gray market/theft/over-run IFS (2018)®
Gray market or parallel trade,
o ° ° ° o o simulation, smuggling, theft, ISO (2018)”
production over-run
Gray market/ theft/ waste, diversion,
o ° - - . ° illegal processing, NFCU (2019)'?
document fraud
. . . Spink and
o - - ° - ° Simulation, over-run/theft/diversion Moyer (2011
o ° ° ° o ° Gray market/ theft/ over-run SSAFE (2015)'V

o Indicate cases where the classification aligns with both the name and the concept as defined by the Codex.
o Indicate cases where the classification represents similar or equivalent actions, but the terminology differs from that defined by the Codex.
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Table 2. Definitions of vulnerability across various sources
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Definition of vulnerability

A state of dynamic openness and opportunity for individuals, groups, communities, or populations to respond to

Havrilla (2017)*

community and individual factors through the use of internal and external resources in a positive (resilient) or

negative (risk) manner along a continuum of illness (oppression) to health (growth)

The susceptibility or exposure to a food fraud risk, which is regarded as a gap or deficiency that could place

2)
GFSI (2017) consumer health at risk if not addressed
ISO 27002(2022)* A weakness of an asset or control that could potentially be exploited by one or more threats
NIST SP 800-30  Weakness in an information system, system security procedures, internal controls, or implementation that could
(2012)® be exploited or triggered by a threat source

WHO (2022)*

The conditions determined by physical, social, economic, and environmental factors or processes which increase
the susceptibility of an individual, a community, assets, or systems to the impacts of hazards
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Start assessing fraud vulnerability

in the food supply chain and
identify risks

e

Assess food fraud
vulnerability

Maintain control systems
and reassess
vulnerabilities to ensure
supply chain integrity,
transparency, and trust

Prepare and
respond to food fraud

Monitor and review

?

Monitor, verify, review, and refine
the vulnerability assessmentand
countermeasures and control
systems

Fig. 1. Food fraud vulnerability assessment for food fraud prevention.
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Vulnerability Assessment Critical Control Point
for Food Fraud Prevention

Undertake risk ranking using
either a matrix, a decision tree or
another tools

O

Prioritize risks

Determine critical

Determine .
critical control points O_. management points to
prevent food fraud, based

on the vulnerability
assessment results
Implement countermeasures
and control systems

Q

Take a corrective action by using
appropriate countermeasures and
control systems
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Table 3. Assessment factors and characteristics of the SSAFE food fraud vulnerability assessment tool, USP food fraud mitigation guidance, IFS Standards product fraud and
CARVER-+Shock software

o SSAFE USP IFS
Crit - e . 2 CARVER+Shock software*”
M3 pood fraud vulnerability assessment tool'”  Food fraud mitigation guidance®’ Standards product fraud® ock software
AFE - .
Developer _ SSAFE, Wageningen University, USP IFS FDA and USDA
Vrije Universiteit University Amsterdam
Opportunities factors Contributing factors Product risk factors CARVER factors
11 indicators related to product and process The factors known to be helpful The factors to evaluate the degree to which a An acronym for the following six
characteristics, features of the chain/industry in predicting fraud occurrence; product is vulnerable to fraud ; history of attributes; criticality, accessibility,
network, and historical evidence of fraud with  supply chain, audit strategy, supplier product fraud, Economic factors, ease of recuperability, vulnerability, effect,
particular food products and ingredients relationship, history of supplier regulatory, fraudulent activity, supply chain complexity, recognizability
quality or safety issues, susceptibility of current control measures for detecting fraud
Motivations factors quality assurance (QA) methods and Shock factor
Assessment 20 indicators for organizational aspects specifications, testing frequency, Supplier risk factors A seventh attribute, the combined
factors  such as business culture, historical offenses,  geopolitical considerations, fraud The factors to evaluate the reliability of  health, economic, and psychological
and economic conditions of the company, history, economic anomalies the company to the supplier; economic sta- impacts; shock
suppliers and customers bility and legal status, history of business,
Potential factors commercial relationships, technical
Controls factors The factors for developing an approach relationships, technical compliance
19 indicators for mitigation and contin-  to assess each of the impact areas for performance, country of supply regulatory
gency control measures potential severity ; public health impact, infrastructure and control, country and
economic impact business ethics
Approach for Questionnaire-based interview . . Worksheet for scale calculation
. . Assessment matrices Assessment matrices
the evaluation and spider web by each factor
25 scales (second-order matrix)
Measure of . . o
. 5 scales (primary matrix) (likelihood of occurrence
evaluation 3 scales . . 10 scales
for each (score 1-3) (low, medium-low, medium, (5 scores)* (score 1-10)
medium-high, high) likelihood of current detection
factor
(5 scores))
Classification New controls optional; .. -, n .
. . ; Ret: t conditions; mod Th k f t f each
of assessment Low; medium; high new controls should be considered, elamning current concitions; mo ifying © ranking ot aggregate scores of eac
current conditions; node
outcome new controls strongly suggested . . . .
discontinuation of the product or supplier
Material Specific descripti ith f . L
ateria’s . . . PECIIiC descriptions with ases o Detailed and visualized examples of how
provided to Links to information to help answer actual events for each factor & a variety .. A
. . . . . . the matrix is used & guidelines for the  Tables that help to sum up scores and
assist questions & decision tree to help determine of graphics, such as tables and figures, . . o .
. . implementation and monitoring of the summarize the results
in the the scope of the assessment, to support each step-by-step evaluation e
. food fraud mitigation plan
assessment matrix

Limitations of Lack of how to group ingredients or prod- Lack of how to group ingredients or prod- . . Lack of contents about mitigation and pre-
. . . . Lack of how to group ingredients or products . . N .
assessment ucts in advance for efficient assessment and ucts in advance for efficient assessment and . ; vention plans and difficulties in applying
. e . . . in advance for efficient assessment . . -
performance guidance on mitigation strategies a clear numerical system of a matrix when there is no public health impact

|/ S[00L Juawssassy AN[Iqeloujnp pneij poo,



Table 4. Overall results of vulnerability assessments across multiple supply chains

Food Supply chain
category (Country)

Reason for changes

Changes by each factor

Evaluation results

4)

Opp.

Mot.” Ctrl.?

Opp. Mot. Ctrl.

Ref.'”

Milk

(Netherlands)

Dairy
products Milk

(China)

Counterfeiting was not considered relevant for the

dairy supply chain

UCounterfeiting was not considered relevant for the

milk production chain

IThis study did not take into account the raw mate-

rials on the farm, i.e., feed

JRetailers are not related to raw materials and do

not engage in production activities

Counterfeiting related questions deleted

UCounterfeiting related questions deleted
2YRaw material related questions deleted
(farmers and retailors only)
YProduction activity related questions deleted

(retailors only)

YRaw material related ques-
tions deleted (farmers and -
retailors)

M L7)_M8) M
M L M

M-H” L-M L

44)
49)

45)

Extra virgin
olive oil

Edible fats
and oils

Olive oil

Edible
vegetable oil

YCounterfeiting is not a common type of fraud in Extra

virgin olive Oil

ary to transfer EVOO to their consumers

FSome olive oil producers produce olives themselves

Counterfeiting was not considered relevant for the

commodity chains

Retailers do not engage in
production and processing activities

YCounterfeiting related questions deleted
?B2B companies and retailers only act as an intermedi- ?’Questions related to raw materials and pro- questions were changed to
cessing are deleted (B2Bs and retailors only) 'direct customer' questions ?Raw material related questions
deleted (B2Bs and retailors only)

Counterfeiting related questions deleted

Questions related to raw materials and produc-

tion processes deleted

YDirect supplier' related ques-
tions were changed to “direct
customer’ questions

PDirect supplier related

Questions related to
the customer's criminal
history deleted

Questions related to raw
materials and production
processes deleted

47)

49)

48)

Spices
(European coun-

Spices tries)

Spices
(Netherlands)

The original questionnaire is not modified

Counterfeiting was not considered relevant
for the commodity chains

Counterfeiting related
questions deleted

46)

49)

Meat
(Netherlands)

Meats

Counterfeiting was not considered relevant
for the commodity chains

Counterfeiting related
questions deleted

49)

Cod, prawns,
salmon (UK)

Seafoods .
Fish

(Netherlands)

Counterfeiting is irrelevant to the businesses
interviewed
Counterfeiting was not considered relevant
for the commodity chains

Counterfeiting related
questions deleted
Counterfeiting related
questions deleted

M L-M M

bananas, olive oil,
eggs, pork
Organic  (European coun-

foods tries)

Organic bananas
(Netherlands)

Counterfeiting was not considered relevant
for the commodity chains

Counterfeiting was not considered relevant
for the commodity chains

Counterfeiting related
questions deleted

Counterfeiting related
questions deleted

L-M M-H L-M

51)

Alcohol Baijiu
beverages (China)

Final product adulteration technology and
knowledge accessibility related question

deleted

National corruption levels of

the enterprise/Supplier and

price differences as a result National food policy related
questions deleted

of regulatory differences
across countries related
questions deleted

M L-M L

24)

'9*In the “Changes by each factor in the questionnaire” column, superscript numbers (') refer to corresponding points (**) in the “Reason for changes of questionnaire” column.
+6 Opp.: opportunity; Mot.: motivation; Ctrl.: controls.

™)L, M, H represent levels of vulnerability: low, medium, and high, respectively.

10 Ref. : references.
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